Administration Console

For avast Business Protection (Plus)

Administrator’'s Guide



This guide has been written to assist system administrators or anyone who uses the avast!
Administration Console to manage their network. The information contained in this guide is
divided into the following key areas:
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The avast! Administration Console has been specifically designed to make the administration
of your computer network as simple as possible, while providing the maximum protection for
all the computers on your network.

The central web based Administration Console allows you to install avast! antivirus on all
your computers remotely, enabling you to:

A

o Do Do P

Centrally manage updates

Create and schedule scans to be run on selected computers
Receive real-time security alerts

Create reports

Receive automatic notifications whenever a new computer is connected to the
network

The Administration Console is designed primarily for small networks of up to 200
workstations. It's a simple and easy to use program to help you deploy and manage avast!
antivirus on your network, and keep your network free of viruses and other malware.

The Administration Console is a web based system and does not require a server Operating
System. Once installed, you can access it from any computer with an internet connection.



SBC Administration Console:
Supported operating systems:

A Windows XP, SP3 or higher
Windows Vista (any Edition excl. Starter Edition), latest SP
Windows 7 (excl. Starter Edition and Home Basic Edition)

Windows 2003 Server (all editions), latest SP
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Windows 2008/R2 Server (all editions, excluding Core Installation), latest SP
A Wwindows SBS 2011

Note: the latest SP and a fully updated OS is recommended!

Minimum Hardware Requirements:
A Processor Pentium 3
A 1 GBRAM
A A minimum of 900 MB of free hard disk space for the initial installation
A Internet Explorer 6 or higher, or other Silverlight enabled browser

Note: The minimum Windows operating system requirements must also be met.



Centrally managed “client” products:

avast!Business Protection
(for Workstations)

Supported operating systems:

A Windows 7 x32/64bit

A windows Vista (any Edition excl. Starter Edition) x32/64bit

A Windows XP Service Pack 2 or higher x32/64bit

A Windows 2000 Professional Service Pack 4
Older Windows operating systems (Windows 95/98/ME/NT) are not supported.
Minimum Hardware Requirements:

A Processor Pentium 3

A 256 MB RAM

A 300 MB of free hard disk space

avast! Business Protection Plus
(for Workstations)

Supported operating systems:

A Windows 7 x32/64bit

A Windows Vista (any Edition excl. Starter Edition) x32/64bit

A Windows XP Service Pack 2 or higher x32/64bit
Older Windows operating systems (Windows 95/98/ME/NT/2000) are not supported.
Minimum Hardware Requirements

A Processor Pentium 3

A 256 MB RAM

A 380 MB of free hard disk space



avast!Business Protection/Plus
(for Server operating systems)

Supported operating systems/hardware requirements:
A Wwindows 2003 (32 bit/64 bit)
T Processor Pentium 3
i 256 MB RAM
T 200 MB of free hard disk space
A windows 2008/R2 Server (any edition, 32 bit/64 bit, excluding Core Installation)
i Processor Pentium 3
i 512 MBRAM
T 200 MB of free hard disk space
A Windows SBS 2011
T Processor Pentium 3
i 512 MBRAM
T 200 MB of free hard disk space
A Microsoft Sharepoint
i MSP 2003
i MSP 2007
i MSP 2010
A Microsoft Exchange
i MSE 2003
i MSE 2007

i MSE 2010



Windows OS vs SQL compatibility

www.microsoft.com

http://technet.microsoft.com - The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

SQL full versions vs SQL Free/Express versions

A http://technet.microsoft.com - The TechNet Library contains technical
documentation for IT professionals using Microsoft products, tools, and
technologies.

http://msdn.microsoft.com - MSDN Library, an essential source of information for developers
using Microsoft® tools, products, technologies and services. The MSDN Library includes how-
to and reference documentation, sample code, technical articles, and more.



http://www.microsoft.com/
http://technet.microsoft.com/
http://technet.microsoft.com/
http://msdn.microsoft.com/

Before you start installing the product, you should think about how you'll be deploying it. The
following things need to be carefully considered:

Administration Console

A On which machine will you deploy the Console?

A s it going to be a dedicated machine? If not, what else will run on the machine?
A Will other software interfere with the Console?

A Will there be enough resources left for the Console to work properly?

A Will you use just one Console, or would it be better to use more than one?

Note: Make sure that you are aware of the minimum system requirements

SQL

Is DHCP used on the network? Can the Console have a fixed IP address? (It should)

Is a full MS SQL 2000/2005/2008 database going to be used, or the Free/Express
version (MSDE/2005/2008)? If you choose MSDE/Express, will it handle all your
management data? (MSDE/Express should only be used on networks of several
hundred computers or fewer).

Note: Make sure that you are aware of all limitations of MSDE and SQL Express versions!



The installation begins with the automatic detection of whether all prerequisities are installed.
Simply follow the installation wizard which will also help you to find and install any

prerequisites which are missing.

b avast! Administration Console Setup @

The setup has determined that some of the
prerequisites needed to run this program are
missing. This wizard will assist you in getting and
installing those prerequisites. Click Next to
continue to the list of prerequisites

Click Fimish at any time to completely skip the
installation of prerequisites and jurnp to the
installation of the main program. Click Cancelto
cancel the installation and exit the Setup Wizard.

Cancel

To continue with the installation just click the Next button

b avast! Administration Console Setup

Prerequisites i
These programs are needed For the application to run, Click on the check box C) nvc.St!
next to a prerequisite to select it For install or to skip it

Mame Wersion Action

Internet Information Services Required: any. Found: nothing. Install

windows Installer For Windows ¥P... Required: 4.5 ot higher. Found: ... Download

[1 wWindows Imaging Component %86 Required: any, Found: 6.0,6001,.,  Skip

MET Framework 4.0 Required: any. Found: nothing. Download
Silverlight Required: 4.0 ar higher. Found: ... Download
Download Folder: | CADOCUME~1{ADMINI~ 1ILOCALS~1Temp} ‘ [ Browse...

Press the Mext button to download the prerequisites.

Note: Silverlight can be installed separately after successful installation of the avast!
Administration Console.
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Prior to installing the Administration console all prerequisities have to be met:

A 1IS - Internet Information Services (has to be installed and running -part of the MS
Windows)

A Windows Installer - if the package cannot be downloaded automatically see
www.microsoft.com

A .NET Framework - if the package cannot be downloaded automatically see
www.microsoft.com

A Silverlight - can be installed separately, after the successful avast! Administration
console installation

All prerequisities should be automatically downloaded and installed (an Internet connection is

required)
5% awvast! Administration Console Setup
Prerequisites Download ¢
Please wait while the selected prerequisites are downloaded. ) DVC‘BL

LRL Size Status
httpy//microsoft.c/win./pre./sys./windowsxp-kb942288..  3.17 MB 55%
http://microsoft.c/win./pre./sys./dotnetfx40_full_setup. 86BKE Pending

Progress: 44% (1.77 MB of 4.02 MB)

[ ]

Downloading: Windows Installer For Windows %P x86 55% (1.77 ME of 3.17 MB)

[ ]

Saving to: CADOCUME-- 1\ ADMINI~ 1)L OCALS~1}Templwindowsxp-kb942266-v3-x86.exe

Remaining Hme: 4 sec at 302 KB/fsec

Automatically install the prerequisites after finishing the downloads.

If the download does not start automatically, visit www.microsoft.com to download the
necessary prerequisities.

11


http://www.microsoft.com/
http://www.microsoft.com/
http://www.microsoft.com/

To continue with the installation, on the next screen select “l accept the terms in the License

Agreement”.

bp awvast! Administration Console Setup

End-User License Agreement

Please read the following license agresment carefully

AVAST END USER LICENSE AGREEMENT »
(FOR BUSINESS)

PLEASE READ THE TERMS AMD COMDITIONS OF THIS LICENSE
AGREEMENT {AGREEMEMNT") CAREFULLY BEFORE USING THE

SOFTWARE (AS DEFINED BELOWY). THIS IS A LEGALLY BINDIMNG
CANTRACT BETWEER Yl | ARID SUACT COFTWADE a0 & CORMB LY

(%) 1 accept the terms in the License Agreement

() 1 da not accept the terms in the License Agreement

[ < Back ][ Mext > ] [ Cancel

Then click Next to continue with the installation

The proxy settings on the next screen are important when avast! needs to access the
internet, for example, when carrying out updates.

e avast! Administration Console Setup

Proxy Settings

Proy
(%) Direct connection (no prasey)

() Specify proxy server

[ < Back. ][ Mext = ] [ Cancel

12



If you connect directly to the internet (i.e. not through a proxy), select "Direct connection (no
proxy)". Note: dial-up connections do not use a proxy.

If you are not sure whether you use a proxy server, or which proxy server you use, ask your
internet provider or network administrator!

If you connect to the internet through a proxy server and you know the proxy server details,
select "Specify proxy server” and enter the proxy details:

T Address - Enter the address of your proxy server
I Port - Enter the port your proxy server uses

Authentication type - specify whether the proxy server requires authentication and if so, the
type of authentication.

T A username and password must be entered if required for authentication

On the next screen, you can insert your license if you have already purchased one and saved
it on your computer, or you can request a demo license, valid for 30 days:

b avast! Administration Console Setup @

Product nse .
Insert license file or request demo license '@J S

License

(%) Insert license File
Browse. .,

() Request dema license (Requires Internet connection)

[ < Back " Mext = 1 [ Cancel

A Insert license file:

T If you have already purchased the product, use this option to install the
product with your license file.

T License file locations: C:\Documents and Settings\All Users\Application
Data\AVAST Software\Administration Console

i License file name: license.avastlic
A Request demo license (Requires an Internet connection)

T Free 30-day trial
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On the next screen, you can choose how you want the program to be installed:

b0 avast! Administration Console Setup @

Choose Setup Type .
,&iuvust!

Choose the setup type that best suits your needs

= Recommended
@ Installs with the most common program settings. Recommended
For most users.

Expert

@ Allows users to customize all settings. Recommended for
advanced users.

oog

[ < Back ][ Next > ] [ Cancel ]

Besides the 'Recommended’ installation with predefined configuration, you can also select
'Expert’, which enables you to change/specify the program component settings.

The following screens show all the steps if you select “Expert” installation.

Then click 'Next' to continue.

e avast! Administration Console Setup

Select Installation Folder

re the product will be in

To install in this falder, click "Mext", To install to a different falder, enter it below ar dlick
"Browse",

Folder:
C:\Program Files\AYAST Software)Administration Consale’, | [ Browse. ..

[ < Back " Next = ] [ Cancel ]

To install the program in the default folder, just click “Next”

To install in a different folder, enter the required path or click “Browse” to select the custom
location. By default the recommended destination drive is C:\..



You will now have the option to use NetworkService or LocalService or a custom specified

account.

Our recommendation is to choose Network service account.

be avast! Administration Console Setup

Service Configuration

ice Details

Log on as:

@ Service account: ‘ MetworkService v |

() This account: ‘ |

Select netwark adapter: 192,168,100.14 {Local Area Connection) e
10.2 ocal Area Connection 2)
19Z,168,100.14 {Local Area Connection)

[ < Back H et = ] [ Cancel ]

Now specify a user/admin account, with sufficient system rights to install/run the avast!
Administration console and its components. Then click ,Next”.

o awvast! Administration Console Setup

115 Folder: i Avast|

Enter name of the virtual folder that will be created in the 115 root folder and used by
avast! Administration Consale,

[ < Back H Mext = ] [ Cancel I

Enter the name of the virtual folder that will be created in the IS root folder and used by the
avast! Administration console.

T This IIS folder specifies the location of the console application — serves as your entry point
into the system.

T Ourrecommendation is to keep the Avast default name.
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be avast! Administration Console Setup

S0OL Server Configuration

ver Details

S0L Server
@ Use existing server
{local)\SGLEXPRESS w

Twpe here the SQL server name and append \Instancelame if using a
non-default instance.

() Download and install SOL Server 2008 R2 Express

Datahase Name: avast_she_db

< Back, " et = ] [ Cancel

P c:\854067b3991 Za]bcecZZ"&hSZabdecﬂsﬂup

oft (R> SQL Se @8 R2 Setup 18.5!
Cn])ylls{llt <> Mic: oft Corporation. n11 righ

apply CA: efault. Any settings
haun or mu(hfled by CasPol will only sbFect aphlications chat opt inte using
vo

[Please see http://go.micro: t.com/fulink/?Linkl1d=131738 for more information.

Cancel

b avast! Administration Console Setup @

.E\%:IIIDSU'

Flease wait while the Setup Wizard installs avast! Administration Console. This may
take several minukes.

Installing avast! Administration Console

Status: Instaling service

( I

Canicel

On the next screen you can choose whether
to use an existing server, or to download and
install SQL server 2008 R2 Express:

Use existing server:
Type SQL server name\instance name, or

Download and install SQL server 2008 R2
Express:

The MS “free” SQL database will be
automatically downloaded and installed.
Make sure that you are aware of all MS SQL
Express limitations!

Automatic installation of MS SQL 2008 R2
Express may take a while, so please be
patient untill the installation is finished.

You will see the progress of the installation
as shown opposite.
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On the next screen, you should enter the SMTP server details.

b avast! Administration Console Setup

Email Configuration
Specify settings for email configuration

Administratar's E-mail: | administr ator@server com |
SMTP Server Address: | smbp, server,com ‘
SMTP Server Port: | 25 ‘
From address: | malaccountname@server . com |

Use Authentication

Usernarne: | railaccountname@server .com ‘
Password: [T ‘
[ use =50
[ < Back H Mext = 1 [ Cancel

Administrator’s E-mail - this will be used to send the welcome email with the Administration
Console login information.

SMTP Server Address - the address of the outgoing email server e.g. smtp.server.com
SMTP Server Port - the default is 25
From Address - the address which will be used to send alerts/reports

A Use Authentication

T If the SMTP server requires authentication you must enter the username and
password.

A UseSSL
T Don't forget to tick Use SSL if SSL encryption is used

You can proceed without entering these details now, in which case you will see the following
message:

If the SMTP server is not configured, wou cannot use the email notifications Feature, Howewer you can configure it later in the

Administration Console,
Continue to the next page ?
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On the next screen you should enter the password you wish to use to log on to the console -
note the password must contain alpha-numeric characters:

o avast! Administration Console Setup

Console Configuration

Specify Console Details

Enter a password which the "admin” user should use to log in to the console,

Username: | ‘

Passiword: ‘ [ITTTITTTT) |

Confirm password: ssssssssss |

Create desktop shortcut ko open the console in your web browser

[ < Back H Next = 1 [ Cancel I

You can also create a desktop shortcut to open the console in your browser

You will now see a final screen before the installation begins. To review all the initial setup
details and to check everything is correct, just click on Summary. You can use the “Back”
button to go back and make any changes and when you are ready just click “Install”

b0 avast! Administration Console Setup @

Ready to Install .
The Setup Wizard is ready to begin the installation .t(ﬁ:ll/ust!

Click "Install" to begin the installation. To review your settings, click "Summary", If you
want to change any of your installation settings, click "Back”, Click "Cancel” to exit the
wizard,

[ < Back ][ Install J [ Cancel ]

When the installation is complete, a new box will appear with a link, which you can click to
open the Administration Console in your computer’s web browser.

A shortcut will also be installed on your desktop which you can use in
future to launch the console on the same computer.
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You can open the console via the shortcut installed on your desktop or by clicking the
“Start” button in the bottom left corner of your computer screen and selecting “avast
Administration Console” from the list of programs installed on your computer. You can
also access the console from any other computer with an internet connection by simply
copying or typing the location into the computer’'s web browser.

Then, just enter the user name
“Admin” and the password which
you provided during the installation
process.

When you open the Business
Protection Console for the first time,
you will first see the system
“Dashboard” and the initial setup
wizard:

Ele Edt View Hstory Bookmarks Tooks Help

L € % [ e ol I =

Most Visited b Gatting Started = | Latest Headines

,@tnvnst!’ Login
sername

»
Waling For win2k ®

Jdefovastt” imial setup wiard

Welcome to the avas!

a few simple steps you ca

The Initial setup wizard will help you to deploy the avast! client on the computers in your
network. The wizard works in a network with a windows domain controller, as well as in
a network with computers in a workgroup.

Click on “Protect my network now, start wizard” to start the wizard or “Cancel” if you

want to deploy the clients manually.
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You can now see any computers that have automatically been detected. Select those
that you want to be managed by the avast! Administration Console.

.qnl/CIEtr Initial setup wizard

Choose the computers that you want to be managed by the avast Business Protection console.
Available computers

[ select al

[DE de

[ FLAND fland

[ HAWK  hawic

[ KASP Lasp

[ KASPA kaspa

[ SKINNER skinner
[ TEST-PC test-pc
[ TEST-XU test-xu
[V TEST-YA testya
w7328 w732b
[ WIN2K3 winzk3
[ WINXP  winxp

Add computer

Note: If any of your network computers are not listed, they can be added by clicking on
“Add computer”. The avast! client will not be deployed on any computers that are not
listed on this screen.

When you click “Next” the next steps will be depend on whether your computers are
networked as a workgroup or a domain.

&uvnstl' SetupWizard

Please choose how do you want to deploy avast! dlients over your network.

ot
— | Installed by administrator
S

— Installed by user

In @ workgroup you can choose whether the avast clients will be installed manually on all
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